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What is the 3-punch combo?
How it works? 
Did it work? 
What’s next?
Q&A



Email Security

What is available for us to use today?



Basics of Email

Click to add textClick to add textClick to add textClick to add text



Email History



Types of Attacks

Phishing
Spoofing

Impersonation
Malware/adware (Virus, Ransomware, Trojans )

Email Marketers / Spammers
Malicious attachments

Malicious URLs
Browser exploits



Available Defenses

Secure Encryption
Secure Email Server

Anti Spam Filters
Black-Listed URLs & Spam Block Lists

Phishing Campaigns
SIEM or Internal Monitoring Tools

AI or Machine Learning



BCNET’s Past Email Threat Landscape 

Using Office 365 since April 2016



Phishing/Spoofing Attacks



Daily Email Statistics



DMARC, DKIM, and SPF

What do these mean?



SPF
Sender Policy Framework

DKIM
Domain Keys Identified Mail

DMARC
Domain-based Message Authentication, Reporting & Conformance



SPF
Sender Policy Framework

“It’s not about stopping 
spam; it’s about 

controlling and stopping 
attempted sender 

forgeries.”



DKIM
Domain Keys Identified Mail

“You’re authenticating 
with 100% certainty both 

the sender and the 
message with a TXT 

record.”
Sign Here



DMARC
Domain-based Message Authentication,  Reporting, & Conformance

“It applies clear 
instructions for the 
message receiver to 

follow if an email does 
not pass SPF or DKIM 
authentication—for 

instance, reject, junk it, 
or do nothing.



DMARC       DKIM      SPF

How do these three work together?



IMAGE SOURCE: https://www.dmarcanalyzer.com/dmarc/



Implementation Process in Office 365

DKIM, SPF…



DKIM Setup

Office 365’s Exchange Admin Center



SPF Setup

Step 1 of 2

Obtain SPF Data
Step 2 of 2

Input SPF Data



Implementation in Infoblox/DNS

…SPF, and DMARC



SPF TxT Record Creation



SPF Tags

IMAGE SOURCE: www.pair.com



DKIM Selector File Creation



DKIM Tags



DMARC TxT Record Creation



DMARC Tags 



BCNET’s Current Email Threat Landscape 

Since activating DMARC, DKIM, & SPF back in November 2018



Sample DMARC Reports



Sample Impersonation Attack

Email Screenshot

Desktop View



Sample Impersonation Attack

Email Screenshot

Smartphone App 
View



Sample Impersonation Attack

Message Header

spf = pass

dkim = pass

dmarc = pass

action = none

Name of spoofed sender

pnpi1917@aol.com



Sample Spoofed External *DL Member

*DL stands for “Distribution List” a.k.a. “Mailing List” or “Listserv”

Email Screenshot



Sample Spoofed External *DL Member

Message Header

spf = pass

dkim = fail

dmarc = fail

action = none

howard.chen@fourpointslax.com

###@ecuad.ca

asc-hrpug@bc.net 



Sample Spoofed Internal DL Member

Email Screenshot



Sample Spoofed Internal DL Member

spf = pass

dkim = fail

dmarc = fail

action = quarantine

bcnmtgs@bc.net

Message Header



Sample Filter Rule Intervention

Email Screenshot



Sample Filter Rule Intervention

Message Header

spf = none

dkim = none

dmarc = fail

action = quarantine

Microsoft Support

info@bc.net



Ongoing Mitigation Strategies

How much work is required to combat other threats?



Ongoing Mitigation Strategies

What have we done so far?

üUse DMARC, SPF, & DKIM

üUpgrade to Office 365 A5 License
üProvide Staff Training

üRegular Phishing Campaigns
üQuarterly Lunch & Learn
üAnnual Security Awareness Training 

üOffer Threat Analysis Assistance

What do we plan to do next?

qCreate a dashboard for 
DMARC reports

qCreate actionable items for 
reports



OpenSource DMARC Analyzers

image courtesy of  https://github.com/wwalker0307/ElasticMARCimage courtesy of  https://domainaware.github.io/parsedmarc/

https://github.com/wwalker0307/ElasticMARC
https://domainaware.github.io/parsedmarc/


Q&A

Thank you for joining us this afternoon. 
We hope you learned valuable information from BCNET’s use case. 
Hope to stay in touch!

Alex Doradea-Cabrera
SIEM Systems Administrator

alex.doradea-cabrera@bc.net

Rossilyne Tan
Systems Analyst

rossilyne.tan@bc.net



1. [I]Introduce ourselves
2. Introduce topic/Concepts

1. [A]Email Security
2. [R]Past email threat landscape/Risk registry (attackers PV)

3. How it works? 
1. [R]Terminology/Definition (one-line with examples)
2. [A]How they work together? Mail flow.

4. Implementation
1. [R]Office 365
2. [A]Infoblox/DNS

5. Did it work? Current email threat landscape
1. [A]Outlook makes exceptions
2. [R]Alias attacks
3. [R]External email address in DLs
4. [R] Filter rules intervention

6. Ongoing mitigation strategies
1. [R]Phishing campaigns
2. [R]Security awareness trainings (Hugh/Ross)
3. [A]Data Analytics

7. [IRA]Q&A/Closing Remarks


