BCNET2019

Protect your Email - How to use
DMARC, SPF and DKIM as a
3-punch combo

Presenting BCNET’s Use Case

By Alex Doradea-Cabrera and Rossilyne Tan

Y #BCNET2019




Speaker Stats

I AL D-c

I
rower B A A

Vv W W

| Name  BCEJIRNERIEN

| Attack IR IEHIK | Attack  [ARVENG
PRV NEN 00000

BCI\EEOW YW #BCNET2019



V W #BCNET2019

BCNET2010

What is the 3-punch combo?
How it works?
Did it work?
What's next?
Q&A
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Email Security

What is available for us to use today?




BC

Basics of Emaiil

Mail flow from
Office 365 1o your
email servers.

Your on-premises Your Office 365

environment

environment

= ' ' =
| |
me@bc.net I you@o0365.ca | member@ member.ca
| |
R - - = —.—'—I &= Connector I 4 .\

75y
E!E =F== || T ' ‘--’
et 1 B _"l’ &= Connector A7 4

|
SMTP-based email Firewall: I I
servers you manage  Port 25 must
be open | |
S S — 4
Mail flow from your email All mail flow to or from the
servers to Office 365, Also Internet is delivered via
relays Internet mail sent Office 365. No connector
from your email servers. is needed.
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Email History

P
1970's |

You've got mail
ARPANET official email program created

Hello internet
ARPANET transitioned into modern internet

We have structure
SMTP protocol proposed

VELLER T2
"SPAM” use with marketers / advertisers

BCNET2010
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Types of Attacks

Phishing
Spoofing
Impersonation
Malware/adware (Virus, Ransomware, Trojans )
Email Marketers / Spammers
Malicious attachments
Malicious URLs
Browser exploits
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BCNET 2010

Avalilable Defenses

Secure Encryption
Secure Email Server
Anti Spam Filters
Black-Listed URLs & Spam Block Lists
Phishing Campaigns
SIEM or Internal Monitoring Tools
Al or Machine Learning
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BCNET's Past Email Threat Landscape

Using Office 365 since April 2016



Phishing/Spoofing Attacks

from: |

Sent: Tuesday, August 14, 2018 4:12 PM
To

Subject: High Priority

Can you run a task for me ASAP? P.S | am in a meeting at the moment can't take calls. Just reply.

Regards.

Sent from iPad

BCNET 2019
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Daily Email Statistics

Top targeted users

Total- 7 779
® Good Mail: 4 811
Malware: 4

® Spam Detections: 1 361
® Rule Messages: 1 603
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DMARC, DKIM, and SPF

What do these mean?




SPF

Sender Policy Framework

DKIM
Domain Keys ldentified Mail

DMARC

Domain-based Message Authentication, Reporting & Conformance
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SPF

Sender Policy Framework

“It’s not about stopping
spam; it’s about
controlling and stopping
attempted sender
forgeries.”

BCNET 2010

# https://outlook.office365.com/owa/projection.aspx

™ Send [ Attach v  Protect
From ¥ -@bc.net
To
Cc
Bcc

Test email to explain SPFI

TEST EMAIL. DO NOT READ.

Discard

Exchange Online

Points to address or value

Type Priority Host name
MX 0 @
T - @

=

CNAME autodiscover

Y #BCNET2019

v=spf1 include:spf.protection.outlook.com -all



DKIM
Domain Keys ldentified Mail

“You’re authenticating
with 100% certainty both
the sender and the
message with a TXT
record.” X

Sign Here

BCNET 2019
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DMARC

Domain-based Message Authentication, Reporting, & Conformance

“It applies clear
instructions for the
message receiver to
follow if an email does
not pass SPF or DKIM
authentication—for
instance, reject, junk it,
or do nothing.
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DMARC DKIM ~ SPF

How do these three work together?




Yes
Obtain return-path
address domain email Not SPF
- wlﬁidll‘ aligned Check DKIM
Sending from T i —— DMARC result
. see o D email domain
J = A TS

Sending email Receiving Mail Server No ®

. A Receiving email Not DKIM aligned
Obtain DKIM-signature Check SPF DMARC
domain from email headers .

~i -
name@domain.com dedomain.com

DKM £
Yes N allgned .,"

BCNET2010
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Implementation Process in Office 365

DKIM, SPF...



DKIM Setup

bc.net

Office 365's Exchange Admin Center Sign messages for this domain with DKIM signatures:
Enabled

Disable

S - Rotates the public and private DKIM keys by creating new
keys and using the alternate DKIM selector:

Rotate

Status:
Signing DKIM signatures for this domain.

BCNET2010



SPF Setup

Exchange Online

Type Priority Host name Points to address or value
MX 0 @ I
TXT - @ v=spf1 include:spf.protection.outlook.com -all

CNAME autodiscover

Step 1 of 2 Step 2 of 2

Obtain SPF Data Input SPF Data

1] Office 365 Infoblox 353
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Implementation in Infoblox/DNS

...SPF, and DMARC



SPF TxT Record Creation

||’|f0b|0x_ :::- Dashboards Data Management Smart Folders Grid  Administration
oo vous eTwone &

IPAM DHCP DNS File Distribution be.net (TXT Record)

«
I:I' Zones Members Name Server Groups f
[+]
Bookmarks (] s
— Authoritative Zone E
SR + [ bcnet a s
URL Links (%) Records Subzones | Name be.net
' = TTL
DNS View default
No matching records found i NS
- - | Scavenging Text
Quick Fiiter | None v Updates Gt i
4 \
G e | G0 Attributes
Disable
:

SuperTool| Beta?

‘ be.ne

spf:bc.net WELGRZGIENE

v=spfl include:spf.protection.outlook.com a:mailgw-s.bc.net include:spf.constantcontact.com -all
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SPF Tags

i Allows servers 1
(mx) and the
currg;ttg);?sress r[p addyesses that mayj
e Eert dehve; or relay
i e-mails for the
y il domain y

mx_a)ip4:10.0.0.01/32 ip4:192.168.0.1/28
:nsi.example.com @nclude:3rdparty. com)GEl’P

s

~
Soft rejects all e-mails
hostname that may . that do not match the
deliver or rela may deliver/relay revious [P
Y . y e-mails for the P
e-mails for the addresses/hostnames

domain g
: 3 3
E domain y . /domains ]

BCNET2010

1

-
Any other server ANy domains that

SPF record syntax breakdown
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BC

DKIM Selector File Creation

Dashboards

Infoblox =

| Smart Folders

| Recycle Bin
j URL Links

DHCP

Zones

default
bc.net

g
&

o
-}
-
(+]
]

O00Og
?!ﬁ!!

|
1
|

Data Management

DNS
Scavenging

Updates

Extensible
Attributes

Permissions

Smart Folders

DNS File Distribution

selector1._domainkey.bc.net (CNAME Record)

Grid Administration

Alias*

DNS View
Canonical Name*

Comment

Disable

selector1._domainkey .bc.net
default
selector1-bc-net._domainke

DKIM test 1

(6]

SuperTool Beta?

bc.net:selector1

M DKIM Lookup  ~

dkim:bc.net:selector1

v=DKIM1; k=rsa; p=MIGfMAGGCSqGSIb3DQEBAQUAA4GNADCBiQKBgQDgeSbWNTbIKaUaXxPznICCY1BWim4jbtlGeKD4bucraObviwfjTwpoxylineRINGY1M/5YqORhStydQ1oGj6hNT

2019
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DKIM Tags

Tag TagValue Name Description

v DKIM1 Version The DKIM record version.
k rsa Key The type of the key used by tag (p).
type

p MIGEMAOGCSgGSIb3DOEBAQUARAGNADCBIQRBgODGe ShWNTbSKaUaXxPznICCY1BWWmE JbtlGeKD4bucraOtbvwijTwpoxyineR  Public  Public-key data. The syntax and semantics of
JWGY1M/5YgqORh9tydQloGj6hNE5/0+jeghR3Y0Yn/hgghYAKy4vbSTXjDRI7ekyelbgRLE6GK0a+490g+jv+E1lk/NabLcM3gji  Key this tag value before being encoded in base64
hqoWzZdtellvYWxSQIDAQAR are defined by the (k) tag.

n 1024,1487262932,1 Notes  Notes that might be of interest.

BCNET2010

Y #BCNET2019




DMARC TxT Record Creation

A
lnfo‘!“)lox :::' Dashboards Data Management Smart Folders
IPAM DHCP DNS File Distribution
nder [<<| . by s
= Zones Members Name Server Groups Shared Record Groups Blacklist Rulesets DNS64 Groups Query Monitoring
. B ) di be.net (TXT R d)
_dmarc.bc.ne ecort
r Bookmarks (] default
§ Recycle Bin =) bc.net
§ URL Links () I Records
Quick m] Name | _dmarc bc.net
DNS View defauit
Go to spf DNS
£ 3 Scavenging Text |"v=DMARC1: aspf=s; p=qui,
-

Updates Comment

[ % Extensible

to3 Attributes

| % Permissions Disable =

SuperTool Beta?
bc.net Ml DMARC Lookup ~

dmarc:bc.net FaIGE0EE Solve Email Delivery Problems

v=DMARC1; aspf=s; p=quarantine; rua=mailto:dmarc@bc.net; ruf=mailto:dmarc@bc.net;
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DMARC Tags

Tag Name Purpose Sample

Vv Protocol version v=DMARC1

pct Percentage of messages subjected to filtering pct=20

ruf Reporting URI for forensic reports ruf=mailto:authfail@example.com
rua Reporting URI of aggregate reports rua=mailto:aggrep@example.com
p Policy for organizational domain p=quarantine

sp Policy for subdomains of the OD sp=reject

adkim Alignment mode for DKIM adkim=s

Alignment mode for SPF aspf=r

Y #BCNET2019

BCNET2010



Y #BCNET2019

BCNETZo19

BCNET's Current Emalil Threat Landscape

Since activating DMARC, DKIM, & SPF back in November 2018



Sample DMARC Reports

DMARC Filter v Report Domain: bc.net Submitter: zerospam.ca Report-ID:
Next: Daily Scrum Stand-up meeting ® Online Meeting at 11:45 AM m = 1 57b5dfa2C7e442b@zerospam'ca >
noreply@dmarc.yahoo.com U

ZEROSPAM DMARC reporting <dmarcreports@zerospam.ca>
Report Domain: bc.net Submitter: yahoo.com.hk Report-1D: <1543110577.675¢ 2018-11-25

This is an aggregate report from Oath

B = B[y & $Replyal v

Mon 2018-11-26, 10:32 AM

noreply@dmarc.yahoo.com b DMARC ¥
Report Domain: bc.net Submitter: aol.com Report-ID: <1543110577.675312> 2018-11-25
This is an aggregate report from Oath
D zerospam.calbc.net!154... |,
noreply@dmarc.yahoo.com b i
Report Domain: bc.net Submitter: yahoo.de Report-ID: <1543110577.676329> 2018-11-25 Download Save to OneDrive - BCNET

This is an aggregate report from Oath

noreply@dmarc.yahoo.com U
Report Domain: bc.net Submitter: yahoo.com Report-ID: <1543110577.67571¢ 2018-11-25
This is an aggregate report from Oath

ZEROSPAM DMARC reporting U
Report Domain: bc.net Submitter: zerospam.ca Report-1D: <4c68b5a4153241f: 2018-11-24

(No message text)

noreply-dmarc-support@google.com b
Report domain: bc.net Submitter: google.com Report-ID: 29522823422402974 2018-11-24

(No message text)

BCNET2010
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Sample Impersonatlon AttaCk Desktop View

I <pnpi1917@aol.com>

Mon 2018-11-26 6:52 AM

+i
Are you available right now? i have a couple of meetings all day today, please respond via email.

Regards

Sent from my iPhone

BCI\EEOW YW #BCNET2019

Email Screenshot



Smartphone App

Sample Impersonation Attack View

) ROGERS = ¢ 11:14 ¥ 86% @)

>< b ROGERS F ¢ 11:16 ¥ 86% @)
/
_ &

Nov 26

g
+

Are you available right now? i have a couple of meetings all day
today, please respond via email.

~] pnpi1917@aol.com

Regards Add to Contacts

Sent from my iPhone

BCNET 2010 W #BCNET2019 ————




Sample Impersonation Attack

Authentication-Results: spf=pass ende P is 74.6.128.34)
smtp.mailfrom=aol.com; bc.net; dkim=pass ¥(signature was wverified
header.d=aol.com;bc.net; dmarc=pass action=none
header.from=aol.com;compauth=pa cason=100

Received-SPF: Pass (protection.outlook.com: domain of aol.com designate
74.6.128.34 as permitted sender) receiver=protection.outlook.com;
client-ip=74.6.128.34; helo=sonic304-11.consmr.mail.bf2.yahoo.com;

Received: from sonic304-11.consmr.mail.bf2.yahoo.com (74.6.128.34
TO1CANO1FTOO5.mail.protection.outlook.com (10.152.122.116) with Mi
SMTP Server (version=TLS1 2, cipher=TLS_ECDHE_RSA WITH_AES 256 CBC_SHA
15.20.1339.10 via Frontend Transport; Mon, 26 Nov 2018 14:52:38 +0000

DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed;

d=aol.com; s=a2048; t=1543243957; bh=Jc20qtGxVBdNUzRhjUOItZfk8ntVZ+YSxZS1lkpkqZr8=;

h=Date:From:To:Subject:References:From:Subject;

b=FJiqSafVUp+6PZ6TwwpgyHlsYwyPcc7Re+bk9dgqlqg5r9gt

Received: from sonic.gate.mail.nel.yahoo.com by sonic304.consmr.mail.bf2.yahoo.com

Mon, 26 Nov 2018 14:52:37 +0000

spf = pass

dkim = pass

dmarc = pass

action = none

Date: Mon, 26 Nov 2018 14:52:33 +0000 (UTC) : : "/
From: <pnpil917@aol.com> Name of spoofed sender 1
To: . I |
23;;:?5? <356869847.6175662.1543243953962@mail.yahoo.com> pnpi1917@aol.com

. b Y

BCNET2010 ¥ #BCNET2019 T



Sample Spoofed External *DL Member

FA-42892704

e T B S mIe e Rmyas
Mon 04-08, 11:25 AM

ERPC Colleague HR/Payroll Community of Practice ¥

Zero-Hour Auto Purge -...
413 bytes

Download Save to OneDrive - BCNET

Bonjour, Cher(e) Client(e),

Votre rapport Facture compléte 42892704 - d'abril 08 2019 est joint.

Je vous prie de croire, en mes sentiments les meilleurs.

Bien cordialement,

Tel.: 1392 757 907 915
Fax.: 1392757 907 089

G uzad.ca

BCNET 2010

*DL stands for “Distribution List” a.k.a. “Mailing List” or “Listserv”

Y #BCNET2019
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Sample Spoofed External *DL Member

Authentication-Resu spf=pass (sender IP is 199.66.225.3)
smt ilfrom=fourpointslax.com; ; dkim=fail (no key for signature)

spf = pass

dkim = fail

ia Frontend Transport; Mon, 8 Apr 2019 18:24:53 +0000
ure: v=1; a=rsa-sha256; g=dns/txt; c=relaxed/relaxed;
d=fourpointslax.com; s=default; h=Content-Type:MIME-Version:Subject:To:From:
Date:Sender:Reply-To:Message-ID:Cc:Content-Transfer-Encoding:Content-1ID:
Content-Description:Resent-Date:Resent-From:Resent-Sender:Resent-To:Resent-Cc
:Resent-Message-ID:In-Reply-To:References:List-Id:List-Help:List-Unsubscribe:
List-Subscribe:List-Post:List-Owner:List-Archive;
Received: from [185.144.64.86] (port=54049)

by webll.globalit.com with esmtpsa (TLSv1.2:ECDHE-RSA-AES256-GCM-SHA384:256)

(Exim 4.91)

. | (envelope-from <howard.chen@fourpointslax.com>)

howard.chen@fourpointslax.com id 1hDYwE-8001Lg-Hp

for asc-hrpug@bc.net; Mon, ©8 Apr 2019 11:24:52 -0700
Date: Mon, ©8 Apr 2019 22:54:50 +0330
rom: ecuad.ca> <howard.chen@fourpointslax.com>
| Tos; asc-hrpug@bc.net
Subject: FA-42892704

dmarc = fail

action = none

H#H#t@ecuad.ca

asc-hrpug@bc.net
Y #BCNET2019

Message Header



Sample Spoofed Internal DL Member

FA-42892704

BCNET Meetings <bcnmtgs@bc.net> B : E|v & $Repyal |v
Mon 04-08, 11:25 AM
ASC Institutional Research User Group ¥

D Zero-Hour Auto Purge -...
413 bytes

Download Save to OneDrive - BCNET

Bonjour, Cher(e) Client(e),

Votre rapport Facture compléte 42892704 - d‘abril 08 2019 est joint.

Je vous prie de croire, en mes sentiments les meilleurs.
Bien cordialement,

BCNET Meetings
Tel.: 1392 757 907 915

Fax.: 1392 757 907 089
E:bcnmtgs@bc.net

BCNET2010
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spf = pass

dkim = fail

dmarc = fail

action = quarantine

bcnmtgs@bc.net

BCNET 2019

Sample Spoofed Internal DL Member

Authentication-Results:y spf=pass (sender IP is 199.66.225.3)
smtp.mailfrom=fourpointslax.com; bc.nety dkim=fail (no key for signature)
header.d=fourpointslax.com;bc.net;dmarc=fail action=quarantine
rweader.from=bc.net;

Received-SPF: Pass (protection.outleck.com: domain of fourpointslax.com
designates 199.66.225.3 as permitted sender) receiver=protection.outlook.com;
client-ip=199.66.225.3; helo=webll.globalit.com;

Received: from webll.globalit.com (199.66.225.3) by
QB1CAN@1FTOO8.mail.protection.outlook.com (10.152.120.88) with Microsoft SMTP
Server (version=TLS1 2, cipher=TLS ECDHE_RSA WITH_AES 256 CBC_SHA384) id
15.20. 1.16 via Frontend Transport; Mon, 8 Apr 2019 18:24:51 +0000

DKIM-Signature: v=1; a=rsa-sha256; g=dns/txt; c=relaxed/relaxed;

d=fourpointslax.com; s=default; h=Content-Type:MIME-Version:Subject:To:From:
Date:Sender:Reply-To:Message-ID:Cc:Content-Transfer-Encoding:Content-ID:
Content-Description:Resent-Date:Resent-From:Resent-Sender:Resent-To:Resent-Cc
:Resen essage-ID:In-Reply-To:References:List-Id:List-Help:List-Unsubscribe:
List-Subscribe:List-Post:List-Owner:List-Archive;
bh=9wYaFQ1CcfIvBbR6TcgkkyKZVpeI2ne80eo2b8wcXEY=; b=PLQAixrukY/qvoNvVVAPMi+Tti
N39LV1uM4gXdlp/mTnOX1B14n7q7iyeikwTPyLvrpyljScCwIx8GTenbOkWeWoORUKghs27EQcks+
pzJfTxucWscoYsMLS1Qxasb/Qu4jWswLO9wDLVnM+3Z5L /uNGDe2fI8nB1DPkbyG70wNvBQRKGASsO
hCeGYgUehlFT56WrUImUhT+cA22A8IRidmmgeX/QxuFKqulB7QM+TZErbKgFxHeShcJoTjGlagFot
ugGHRkmSIIXMOHDIKNNKMZnh98wYovhrHo6n8Y1pDGb947CdS5I5Eiv6poo2nPCUbtARS+6a2xYGw
£28drALA==;

Received: from [185.144.64.86] (port=54049)

by webll.globalit.com with esmtpsa (TLSv1.2:ECDHE-RSA-AES256-GCM-SHA384:256)
(Exim 4.91)

(envelope-from <howard.chen@fourpointslax.com>)

id 1hDYwr-0001Lg-0Q

for asc-ircug@bc.net; Mon, 08 Apr 2019 11:24:49 -08700

Date: Mon, ©8 Apr 2019 22:54:48 +0330

From: BCNET Meeting becnmtgs@bc.net> <howard.chen@fourpointslax.com>

To: asc-ircug@bc.net

Subject: FA-42892704

#BCNET2019
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Sample Filter Rule Intervention

(2) Failed to process your Credit Card - last call

@ Microsoft Support <info@bc.net> B = @By & 9 Repyal v
Thu 04-18, 435 PM

BCNET Info - General Inquiries ¥

I Flag for follow up.

I This message is from a trusted sender.

ﬂ Ofﬁce 365 =5 Microsoft

Failed to process your Credit Card

Dear info

We tried to charge your credit card for your last invoice but the payment failed. The invoice is available in your account’s billing
section.

To Pay your Invoice, Please Sign in to the customer portal with your representative Owner User ID and a single automatic transaction
is going to be initiated with your preferred method of payment in the next few hours.
You have 3 days to re-process the payment. If you need help, contact our support team which will assist you during this process.

Best Regards

(©) 2019 Microsoft corporation. All Rights Reserved | Acceptable Usage Policy | Privacy Notice

#BCNET2019
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Sample Filter Rule Intervention

Authentication-Results: spf=none snder IP
smtp.helo=ec2-18-218-156-163.us-east-2.compute.amazonaws.com; bc.net;

dkim=none ge not signed) header.d=none;bc. net dmarc=fail
Received-SPF: None (protection.outlook.com: ‘ dkim = none
igna

spf = none

action= quarantlne header.from=bc.net;compauth=Fz reason=000
ec2-18-218-156-163.us-east-2.compute.amazonaws.com does not desi
permitted sender hosts)
Received: from ec2-18-218-156-163.us-east-2.compute.amazonaws.com dmarc = fail
(52.73.13.217) by TO1CANO1FTO15.mail.protection.outlook.com (10.152.1
with Microsoft SMTP Server id 15.20.1771.16 via Frontend Transport; T
Apr 2019 23:55:02 +0000 . .
Subject: (2) Failed to process your Credit Card - last call action = quarantlne
From: Microsoft Support <info@bc.net>
Reply-To: <reply@bbking.club>
To: <info@bc.net>

BCNET 2019

3
Microsoft Support 4

i

info@bc.net u

Y #BCNET2019
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Ongoing Mitigation Strategies

How much work is required to combat other threats?



Ongoing Mitigation Strategies

What have we done so far? What do we plan to do next?

v'Use DMARC, SPF, & DKIM dCreate a dashboard for

v'Upgrade to Office 365 A5 License DMARC reports

v'Provide Staff Training dCreate actionable items for
reports

v'Regular Phishing Campaigns
v'Quarterly Lunch & Learn
v'Annual Security Awareness Training

v Offer Threat Analysis Assistance

BCI\EEOW Y #BCNET2019




OpenSource DMARC Analyzers

parsedmarc documentation - Open source DMARC
report analyzer and visualizer
954 933,559
image courtesy of https://domainaware.github.io/parsedmarc/ image courtesy of https://github.com/wwalker0307/ElasticMARC
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https://github.com/wwalker0307/ElasticMARC
https://domainaware.github.io/parsedmarc/
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Q&A

Thank you for joining us this afternoon.

We hope you learned valuable information from BCNET’s use case.
Hope to stay in touch!

Alex Doradea-Cabrera Rossilyne Tan
SIEM Systems Administrator Systems Analyst

alex.doradea-cabrera@bc.net rossilyne.tan@bc.net



1. [l]introduce ourselves

2. Introduce topic/Concepts
1. [A]JEmail Security
2. [R]Past email threat landscape/Risk registry (attackers PV)

3. How it works?

1. [R]Terminology/Definition (one-line with examples)
2. [A]How they work together? Mail flow.

4. Implementation
1. [R]Office 365
2. [A]infoblox/DNS

5. Did it work? Current email threat landscape
[A]Outlook makes exceptions

R]Alias attacks

R]External email address in DLs

R] Filter rules intervention

6. Ongomg mitigation strategies

1. [R]Phishing campaigns
2. [R]Security awareness trainings (Hugh/Ross)
3. [A]Data Analytics

7. [IRA]JQ&A/Closing Remarks
BCNET 2019 W #BCNET2019
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