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Remotely Triggered Blackhole Routing

• BCNET working on deploying RTBH Routing

• Downstream advertises prefix to BCNET with community 
271:666 (including from our own private AS's)

• Monitor and Alerting?
• Don't forget about our own blackhole routes
• Visibility



How? A couple different options

• Have a server setup a BGP peer with each core router 
(e.g. ExaBGP)

• Pro: Instant knowledge of when a route is blackholed
• Con: Additional setup required

• Periodically poll all routers for blackhole routes
• Pro: Simple setup and integration with existing software tool
• Con: Slower updates (5 minute polling)



Periodic Polling Plugin in CMDB

• Existing CMDB software has ability to add custom plugins
(shameless plug: https://github.com/netharbour/netharbour)

• Leverages existing database
• Existing inventory of routers
• Ability to add DB tables for custom plugin easily

• CMDB scheduled to run plugin script every 5 minutes

https://github.com/netharbour/netharbour


Polling Script

• Perl. Why not Python, or any other language??

• All CMDB plugins are in Perl. Keep the codebase consistent.
• Simplifies system dependencies

• SNMP vs NETCONF
• All CMDB polling uses SNMP. So keep using SNMP?
• Only way to get blackhole routes was to walk the routing table...



5 minutes of walking the routing table...



A Better Way - NETCONF

• Remote procedure call (RPC) over SSH as XML

• Enable NETCONF on Junos
set system services netconf ssh port 22

• Use Juniper maintained NETCONF library (in CPAN!)
Net::Netconf



More NETCONF

• Convert Junos CLI command into RPC XML

show route logical-system bcnet detail community 271:666 | display xml rpc



Send XML, or use NETCONF library



CMDB Plugin GUI



What about Alerting?

• Email notification of blackhole routes
• Notify routes that match peer AS(s)
• Notify after X seconds (e.g. 24 hours or 86400 seconds)
• Repeat notification every X seconds

• Alerting options configurable in the plugin's .conf file

• Currently only notifies our internal network team email



Email Alert

• Simple HTML table



Thank You!
Email: craig.tomkow@bc.net

Github: https://github.com/ctomkow

Netharbour: https://github.com/netharbour/netharbour


