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“
99 If I had to pick one of the appliances 
we have at BCIT, and that would be

99my only responsibility for the rest
99of my career, I would pick…



“
F5 BIG-IP



“
BUT CAN IT BE 
DONE ON F5?

“



TEXT

““
YES!

 



TEXT

““
YES!

MOST OF THE TIME 



LOAD 
BALANCERS 
& REVERSE 
PROXIES AT 
BCIT

99Pound
99Nginx
99HAProxy
99Netscaler
99BIG-IP
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IT’S ALWAYS:
THE NETWORK… OR…
THE FIREWALL… OR…

DNS
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MODIFYING
TRAFFIC FLOW 
WITH



PROFILES
the easy way to modify traffic



PROFILES
Protocol
SSL
Service
Persistence
Other



PROFILES



SSL 
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iRULES
the fun way to modify traffic



iRULES

Based on TCL
99Fast
99Small
99Simple
99Event driven



iRULES

WHEN a certain event occurs…
  …IF a particular condition exists...

 ...perform an ACTION.



BASELINE iRULE
because we want to keep it consistent



when HTTP_REQUEST priority 400 {

 # Remove untrusted HTTP X-Forwarded headers
 # from HTTP requests and set our own:
 #

 HTTP::header remove X-Forwarded-For
 HTTP::header remove X-Forwarded-Host
 HTTP::header remove X-Forwarded-Port
 HTTP::header remove X-Forwarded-Proto
 HTTP::header remove X-Real-IP

 # X-FORWARDED-FOR and X-REAL-IP
 #
 HTTP::header insert X-Forwarded-For [IP::client_addr]
 HTTP::header insert X-Real-IP [IP::client_addr]

 # X-FORWARDED-HOST
 #
 if { [HTTP::host] ne "" } {
  HTTP::header insert X-Forwarded-Host [HTTP::host]
 } else {
     HTTP::header insert X-Forwarded-Host [clientside {IP::local_addr}]
 }

 # X-FORWARDED-PORT
 #
 HTTP::header insert X-Forwarded-Port [TCP::local_port]

 # X-FORWARDED-PROTO
 #
 if { [PROFILE::exists clientssl] == 1 } {
  HTTP::header insert X-Forwarded-Proto "https"
 } else {
  HTTP::header insert X-Forwarded-Proto "http"
 }
}

BASELINE
iRULE



when HTTP_RESPONSE priority 100 {

 # Remove all instances of "Server" header
 #
 HTTP::header remove Server

 # Remove other chatty headers
 #
 HTTP::header remove X-Powered-By
 HTTP::header remove X-AspNet-Version

 # Set Security Headers if they are not set by back-end servers
 #
 # (Strict-Transport-Security should be set via HTTP profile, if needed)
 #
 # X-XSS-Protection
 #
 if { not [HTTP::header exists X-XSS-Protection] } {
  HTTP::header insert X-XSS-Protection "1; mode=block"
 }

 # X-Frame-Options, Content-Security-Policy, X-Content-Security-Policy
 #
 if {
  not [HTTP::header exists X-Frame-Options] and
  not [HTTP::header exists Content-Security-Policy] and
  not [HTTP::header exists X-Content-Security-Policy]
 } {
  # X-Frame-Options is deprecated
  # HTTP::header insert X-Frame-Options "SAMEORIGIN"
  HTTP::header insert Content-Security-Policy "frame-ancestors 'self' bcit.ca *.bcit.ca"
  HTTP::header insert X-Content-Security-Policy "frame-ancestors 'self' bcit.ca *.bcit.ca"
 }

 # X-Content-Type-Options
 #
 if { not [HTTP::header exists X-Content-Type-Options] } {
  HTTP::header insert X-Content-Type-Options "nosniff"
 }

 # Referrer-Policy
 #
 if { not [HTTP::header exists Referrer-Policy] } {
  HTTP::header insert Referrer-Policy "no-referrer, strict-origin-when-cross-origin"
 }
}

BASELINE
iRULE



when HTTP_REQUEST priority 900 {

 # Selected pool is down
 #
 if { [active_members [LB::server pool]] < 1 } {
  HTTP::respond 503 -version auto content $static::default_maintenance_page noserver 
   "Content-Type" "text/html" "Cache-Control" "no-cache" "Retry-After" "60" 
   "Connection" "Close"
  event disable
  return
 }
}

when HTTP_REQUEST_RELEASE {

 # Remove untrusted HTTP X-Forwarded headers
 # from HTTP requests and set our own:
 #
 HTTP::header remove X-Forwarded-Server

 # X-FORWARDED-SERVER
 #
 HTTP::header insert X-Forwarded-Server [serverside {IP::local_addr}]
}

BASELINE
iRULE



BASELINE
iRULE



MAINTENANCE
time for housekeeping



MAINTENANCE



MAINTENANCE



ACCESS CONTROL
open sesame



ACCESS
CONTROL



ACCESS
CONTROL



PCI DSS
what to do with the old web clients



PCI DSS

99No TLS 1.0 after June 30, 2018 (PCI DSS)
99Many websites require TLS 1.2+
9998.6% of www.bcit.ca clients are TLS 1.2 
(April 2019)



PCI DSS
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TLS 1.0



PCI DSS

TLS 1.2

TLS 1.0



SAML 2.0
one credentials to rule them all



99Security Assertion Markup Language (SAML) 
99platform independent open standard 
99 allows identity providers (IDP) to pass authorization 
credentials to service providers (SP)
99 enables Single-Sign On (SSO)

WHAT IS SAML?



SAML ROLES



SINGLE-SIGN 
ON and
SINGLE 
LOGOUT

99 IDP Initiated SSO
99SP Initiated SSO
99 IDP Initiated Single Logout
99SP Initiated Single Logout
99SP Local + IDP Logout



F5 BIG-IP APM as IDP

1.	Create Local IDP Service
2.	Create External SP Connector
3.	Bind Local IDP Service with External SP Connector
4.	Create SAML Resource
5.	Create Access Policy
6.	Assign SAML Resource
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LOCAL IDP
SERVICE



F5 BIG-IP APM as IDP
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IDP ACCESS POLICY
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IDP ACCESS POLICY



IDP LOGIN



IDP WEBTOP



WHAT IF…
there’s always “what if”



…I WANT TO OBFUSCATE 
THE USER'S ID



OBFUSCATE
THE USER'S
ID



…I DON'T WANT TO SEND 
ALL USER'S AD GROUPS



USER'S
AD GROUPS



F5 BIG-IP APM as SP

1.	Create Local SP Service
2.	Create External IDP Connector(s)
3.	Bind Local SP Service with External IDP Connector(s)
4.	Create Access Policy with SAML Authentication
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SP ACCESS
POLICY



WHAT IF…
we already know there's always

“what if”



…I WANT TO SECURE ONLY 
PART OF THE WEBSITE



…WEB APP NEEDS TO 
KNOW WHO THE USER IS



WHAT'S NEXT?
do you have any plans?™



FUTURE
PROJECTS 99Consent Release

99Automation
99VPN
99WAF
99DNS
99SDN
99 iRules LX
99HTTP/2
99TLS/1.3
99OAuth



RESOURCES
99devcentral.f5.com
99clouddocs.f5.com



RESOURCES
99devcentral.f5.com
99clouddocs.f5.com
99Buu & Daryl



“
IT'S NOT
ROCKETSHIP
SCIENCE 



THANK YOU
juraj_ontkanin@bcit.ca


