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I am a Cybersecurity Consultant

• CISM, GCIA, GCWN
• Certified Information Security Manager
• Certified Intrusion Analyst (GCIA)
• Windows Security Administrator

• B.Sc. and MLIS
• 1990s

• Virtual Schools & Web Development

• 2000s
• Web Development, Library IT 
• Post-Secondary Cybersecurity

• 2010s
• Cybersecurity: Training, 

Assessment, Architecture



The Threat Landscape
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The Threat Landscape



Incidents are widespread
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Ransomware
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Malware embedded in Office Docs



Phishing



Advanced Threats are Common

• Ajax/FLYINGKITTEN/Saffron Rose,america, Animal 
Farm, Anonymous, APT, APT 28/Sofacy Group/Sednit Group/Tsar 
Team/Fancy Bear/Operation 
Pawnstorm, APT29/Hammertoss/HammerDuke, Axiom, Blue 
Termite/Cloudy Omega/Emdivi, breach, Bureau 121/Guardians of 
Peace/Dark Seoul, Butterfly Group/ 
orpho, Carbanak, China, CloudDuke/MiniDionis/ 
CloudLook, CosmicDuke/Tinybaron/BotgenStudios/NemesisGemin
a. MiniDuke,CozyDuke/CozyCar/CozyBear/Office Monkeys/Cozer/ 
EuroAPT, Dark Hotel/Tapaoux/Nemim/Pioneer/Karba, Deep 
Panda/Black Vine/ Pupa, Duqu/DQ, Elderwood Platform, Energetic 
Bear/Dragonfly/Havex Crouching 
Yeti/KoalaTeam28/Uroburos/EpicTurla/Snake/SnakeNet, EQUATIO
NGroup, Flame/Flamer/Skywiper, france, GeminiDuke, Hellsing, Hi
dden Lynx, Hidden Lynx/Aurora, Iran, Mirage, Moker, Naikon/APT 
30, North Korea, OnionDuke, PinchDuke,PLA Unit 
61398/Comment Crew/APT1, Putter 
Panda/APT2/PLAUnit61486, Regin/Prax/WarriorPride, Russia, San
dworm/Quedagh/BlackEnergy, Santa 
APT, SeaDuke/SeaDaddy/SeaDask, Shrouded Crossbow, south 
korea, syria, Tailored Access Operations (TAO),Tarh
Andishan/Operation Cleaver, The Elderwood Platform, The Syrian 
Electronic Army (SEA)
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Cybercrime Supply Chain



“Only as strong as your weakest link”

Vulnerabilities

1. Software bugs
2. Misconfigurations
3. Weak Processes
4. “People are too nice”
5. Passwords
6. Logic Errors



Demonstrations

Drive by Downloads



Demonstrations

Evading Antivirus Cloning a Website and Phishing



“Only as strong as your weakest link”

But what happens when…

All the links are weak



The Gap between 
Threat and Defense

Attackers
• - Low cost to attack
• - Low cost to discover 

vulnerabilities
• - Low chance of being caught
• - Moderate chance of success
• - Moderate access to markets
• - Healthy supply chain
• - Short time between attack and 

reward

Defenders
• - High cost to defend
• - High cost to mitigate 

vulnerabilities
• - Low chance of detecting 

attacks
• - High cost of incident response
• - Excellent access to markets
• - Unhealthy supply chain
• - Long time between detection 

and recovery



From Threat Hunting to Disruption



MITRE ATT&CK



Questions?
michael.mcdonnell@vcura.com


