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Invented and developed by Douglas Engelbart, with the assistance of Bill English,
during the 1960's and was patented on November 17, 1970.

http://www.computerhistory.org/collections/catalog/102635897
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Intrusion detector based on mouse dynamics Publication number US20040221171 A1
analy5|s Publication type Application
Application number US 10/427,810
US 20040221171 A1 Publication date Nov 4, 2004
Filing date May 2, 2003
ABSTRACT Priority date (?) May 2, 2003
A biometric intrusion detection system based on mouse dynamics analysis, the (e CO B e DT aE N (S A D
Y y ysiS, US20060224898, WO2004097601A1
analysis of mouse dynamics for a specific user generates a number of factors
. ) . . . Inventors Ahmed Awad Ahmed, Issa Traore
(Mouse Dynamics Signature) which can be used to ensure the identity of the
. . . . . . . . Original Assignee Ahmed Ahmed Awad E., Issa Traore
user, an intelligent detection technique is developed to recognize differences in
Export Citation BiBTeX, EndNote, RefMan

behaviors and detect intrusion.
Patent Citations (1), Referenced by (22), Classifications (6)

External Links: USPTO, USPTO Assignment, Espacenet
IMAGES (3)
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Machine Learning



My Research Projects

1. Using Machine Learning to Predict Response
Time on Stack Overflow

A\

S

=| stackoverflow

Stack Overflow is the largest online community for programmers to learn, share their knowledge, and advance their careers
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My Research Projects

1. Using Machine Learning to Predict Response Time on Stack Overflow

1,307,172 posts

89.11%

1

39%
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My Research Projects

2. Using Machine Learning to Detect
Ransomeware Attacks

Innovative Integration, Inc
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My Research Projects

2. Using Machine Learning to Defend Against Ransomeware Attacks

data.head

FuzzyHash | ShannonEntropy | Response
1|97 0.076237 0
2|97 0.054600 0
397 0.052020 0
4 99 0.012486 0
596 0.011390 0

data.tail()
FuzzyHash | ShannonEntropy | Response
56 (0 2.771617 1
57|0 2.481546 1
S8 (0 2.280617 1
59 |0 2.386087 1
60 (0 3.211741 1
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My Research Projects

3. Using Machine Learning to Detect Symptoms of
Chronic Kidney Disease

Veredus' Lab-On-A-Chip
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My Research Projects

3. Using Machine Learning to
Detect Symptoms of /®\

Chronic Kidney Disease %

24 features collected from 400 patients ,;D\

1,010 1,015
i
%)

o - "

= & == F
I e S B
rate Statistics

S4 (Our Proposed feature- C4.5 DT 99 % 0.0805 0.0225 0.9786
subset)

S5 (A. Salekin and J. Stankovic C4.5 DT 98 % 0.1072 0.0329  0.9572
(9))
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My Research Projects

4. Fusing image processing and machine learning
to identify invasive plant species in high resolution
iImages
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My Research Projects

4. Fusing image processing and machine learning
to identify invasive plant species in high resolution
images




My Research Projects

5. Predicting the outcome
of future soccer matches
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5. Predicting the outcome
of future soccer matches

200,000 soccer matches

Team

ACC

My Research Projects

RPS

13 Team DBL4 ** (0.5194175 0.2054196
1 Team OH 0.5242718 0.2063071
8 Team ACC 0.5145631 0.2082558
4 Team FK 0.5388350 0.2086510
~10  Team DBL1 ** (Q 5048544 (0.2149250Q0
6 Team HEM 0.4660194 0.2176647
12 Team DBL3 ** 0.4563107 0.2210731
15 League Priors**¥* (0.4514563 0.2254204
2 Team EB 0.4854369 0.2258271
14 Global Priors*** (0.4514563 0.2260854
9 Team LJ * 0.4126214 0.2312974
11 Team DBL2 ** 0.3640777 0.3469738
7 Team AT 0.3883495 0.3980583
3 Team LHE 0.3398058 0.4514563
5 Team EDS 0.3592233 0.4514563
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My Research Projects

6. Using Keystroke Dynamics to Verify the ldentity
of Smartphone Users
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Machine Learning

Regression

|
ch Conference 2017




Distance Learning Education

Advantage:
* Provides opportunities for students to pursue
their education where and when they like.

Challenge:

* Ensuring Academic Integrity in Distance
Education.
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Using Technology to Verify Identity

v One-Time Authentication

v' Continuous Authentication
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Types of Authentication

Passwords Aw&234mnS%
Tokens 023456122595

Biometrics
Physical &

—
o

oo

ehavioral
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Types of Authentication

Physical ehavioral
- Fingerprint - Gait Analysis
- Face Recognition - Keystroke
- etc. Dynamics

etc.

!

|
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Keystroke Dynamics

9

The way you wp@ IS unique
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Keystroke Dynamics

What happens when you touch
the screen?

https://www.youtube.com/watch?v=FyCE2h_yjx|
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Keystroke Dynamics ~ Touch Events

Touch events

Farewell to click, welcome gestures
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Keystroke Dynamics - Design Flow

Feature Engineering

Machine Learning
Classifiers
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ML classifiers try to identify predictive features

Plot: keystroketouch
r -

184.8571

112.71437
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to correctly classify (and, hence, identify) users

Plot: keystroketouch
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Keystroke Dynamics - Literature Review

 How many features can we extract from touch
events?

tie5Ronal

/1 Features

M. Antal, L.Z. Szabd, Keystroke dynamics on android platform. Procedia Technol. 19, 820-826 (2015). In: 8th
International Conference Interdisciplinarity in Engineering

|
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Feature Engineering- Literature Review

.tie5Ronal

1t 41

Hold i Up-Down i Hold

Down-Down

 — Rk
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Feature Engineering- Literature Review

.tie5Ronal

Feature name Explanation Number
of features

Key hold time (H) Time between key press and release 14
Down-down time (DD) Time between consecutive key presses 13
Up-down time (UD) The time between key release and next key press 13

Key hold pressure (P) Pressure at the moment of key press 14
Finger area (FA) Finger area at the moment of key press 14
Average hold time (AH) Average of key hold times 1
Average finger area(AFA)  Average of key finger areas 1
Average pressure (AP) Average of key pressures |

Total 71

M. Antal, L.Z. Szabo, Keystroke dynamics on android platform. Procedia Technol. 19, 820-826 (2015). In: 8th
International Conference Interdisciplinarity in Engineering
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Keystroke Dynamics Features
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Feature Engineering- Literature Review

Touch screen

Timing featur
g Teatures features

Statistical features Sensor features

—
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Feature Engineering: iProfile

tie5Ronal

136 Features

ch Conference 2017



Feature Engineering: iProfile

tieS5Ronal

* More Timing Features (Tri-graph)
e X &Y Precision

e X&Y Coordinates

* Device Signature

* Sensors
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Machine Learning

tieS5Ronal

Feature
Engineering

Machine
Learning

Collect
timestamps,
pressure
values, area,
XY
coordinates
and

precision,
and sensor
data at Touch
events.

Create a
training
dataset that
represents
the typing
behavior of
smartphone

users.
(Training set)
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Use Machine

learning
classifiers to

identify the
user based
on their
typing
patterns.

(Test set)




Machine Learning - Supervised Learning

Data

Collection Training set

Predictive
Model
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Identification




Machine Learning

.tie5Ronal

English,Sony
D6503,22.0,Sony,4.85637962532,America/Vancouver,CA,4.0,0.40331491828,0.41988950
9678,0.44198897481,0.458563566208,0.436464101076,0.563535928726,0.4696132838
73,0.56906080246,0.447513818741,0.458563566208,0.464088410139,0.497237592936,
0.674033164978,0.469613283873,0.53038674593,0.497237592936,0.0,0.0,0.0,0.0,0.0,0.
0,0.0,0.0,0.0,0.0,0.0,0.0,0.0,0.0,0.0,0.0,1605.53556017,1435.08147842,1187.54371365,1
420.76872817,1314.63273842,1605.78096307,1595.75937554,1820.80229569,1583.134
80506,1500.15219185,1614.20516369,1258.14539374,1410.80672521,1199.36755741,1
588.6613862,1222.80351479,2.0,2.0,2.0,2.0,2.0,2.0,2.0,2.0,2.0,2.0,2.0,2.0,2.0,2.0,2.0,2.0,
86.0,77.0,68.0,77.0,86.0,77.0,68.0,68.0,85.0,112.0,85.0,60.0,75.0,69.0,84.0,51.0,192.0,26
0.0,105.0,35.0,113.0,105.0,764.0,11103.0,754.0,105.0,399.0,46.0,54.0,572.0,477.0,278.0,
337.0,173.0,112.0,199.0,182.0,832.0,11171.0,839.0,217.0,484.0,106.0,129.0,641.0,561.0,
269.0,328.0,182.0,121.0,190.0,173.0,832.0,11188.0,866.0,190.0,459.0,121.0,123.0,656.0,
528.0,355.0,405.0,250.0,198.0,276.0,250.0,900.0,11256.0,951.0,302.0,544.0,181.0,198.0,
725.0,612.0,76.0,1005.0,1084.0,1081.0,1160.0,0.487569078803,0.0,vDVLZ14538407484
73
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Performance Evaluation

» Cross Validation

» Correctly Classified Instances
» False Acceptance Ratio
 False Rejection Ratio

* Equal Error Rate
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iProfile Project:
http://www.iprofileapp.com/

limdee

iProfile

Keystroke Dynamics: Theory and

ke)_/board followed by the Done key. i
Soread over Samye. e - Practice

.tie5Roanl
Keystroke dynamics refer to the unique patterns of rhythm and
timing-based features that are created when a user types on a
keyboard.

Get the App from GooglePlay °




Demo

* iProfile App




