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http://www.computerhistory.org/collections/catalog/102635897

Invented and developed by Douglas Engelbart, with the assistance of Bill English, 
during the 1960's and was patented on November 17, 1970.
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My Research Projects
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1.	Using	Machine	Learning	to	Predict	Response	
Time	on	Stack	Overflow

Stack	Overflow is	the	largest	online	community	for	programmers	to	learn,	share	their	knowledge,	and	advance	their	careers.
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My Research Projects
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1.	Using	Machine	Learning	to	Predict	Response	Time	on	Stack	Overflow

1,307,172	posts

39%

89.11%
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2.	Using	Machine	Learning	to	Detect
Ransomeware Attacks

Innovative Integration, Inc
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2.	Using	Machine	Learning	to	Defend	Against	Ransomeware Attacks
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3.	Using	Machine	Learning	to	Detect	Symptoms	of	
Chronic	Kidney	Disease

Veredus' Lab-On-A-Chip



Conference 2017

My Research Projects
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3.	Using	Machine	Learning	to	
Detect	Symptoms	of	
Chronic	Kidney	Disease

Features Classifier Accuracy	
rate

RMSE MAE Kappa	
Statistics

S4	(Our	Proposed	feature-
subset)	

C4.5	DT 99	% 0.0805 0.0225 0.9786

S5	(A.	Salekin	and	J.	Stankovic	
(9))

C4.5	DT 98	% 0.1072 0.0329 0.9572

24 features collected from 400 patients 
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4.	Fusing	image	processing	and	machine	learning	
to	identify	invasive	plant	species	in	high	resolution	
images
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4.	Fusing	image	processing	and	machine	learning	
to	identify	invasive	plant	species	in	high	resolution	
images
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5.	Predicting	the	outcome	
of	future	soccer	matches	
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5.	Predicting	the	outcome	
of	future	soccer	matches	

200,000 soccer matches 
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6.	Using	Keystroke	Dynamics	to	Verify	the	Identity	
of	Smartphone	Users
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Machine Learning
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Classification Regression
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Distance Learning Education
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Using Technology to Verify Identity

18

ü One-Time	Authentication

ü Continuous	Authentication
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Types of Authentication
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Types of Authentication
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Keystroke Dynamics
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Image:	Wikimedia	Commons:https://www.google.ca/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwii3pjSp4bTAhULzGMKHdNFD74QjRwIBw&url=https%3A%2F%2Fcommons.wikimedia.org%2Fwiki%2FFile%3ABacklit_keyboard.jpg&bvm=bv.151325232,d.cGc&psig=AFQjCNHcNX5JE9GnrraW_GytbBtGPxmERQ&ust=1491240960307826
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Image:	https://www.google.ca/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwjip4DkrYbTAhUQ6GMKHf8_CF0QjRwIBw&url=http%3A%2F%2Fwww.goodgearguide.com.au%2Farticle%2F355922%2Fcapacitive_vs_resistive_touchscreens%2F&psig=AFQjCNF2e5HvVS1n9Pcep2LBoKkCD3FghQ&ust=1491242603430154

https://www.youtube.com/watch?v=FyCE2h_yjxI



Conference 2017

Keystroke Dynamics – Touch Events
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Image:https://www.adimedia.net/wp-content/uploads/2013/09/touch_events.png
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Keystroke Dynamics - Design Flow
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Raw	Data

Feature	Engineering

Machine Learning	
Classifiers
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ML classifiers try to identify predictive features
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to correctly classify (and, hence, identify) users
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Keystroke Dynamics - Literature Review

• How many features can we extract from touch 
events? 
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71	Features	

.tie5Ronal

M.	Antal,	L.Z.	Szabó,	Keystroke dynamics on android platform. Procedia Technol. 19, 820–826 (2015). In: 8th 
International Conference Interdisciplinarity in Engineering
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Feature Engineering- Literature Review
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.tie5Ronal

. t

Hold Up-Down Hold

Down-Down
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Feature Engineering- Literature Review
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.tie5Ronal

M.	Antal,	L.Z.	Szabó,	Keystroke dynamics on android platform. Procedia Technol. 19, 820–826 (2015). In: 8th 
International Conference Interdisciplinarity in Engineering
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Keystroke Dynamics Features
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Feature Engineering- Literature Review
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Timing	features Touch	screen	
features

Statistical	features Sensor	features

Raw	data
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Feature Engineering: iProfile
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Features	

.tie5Ronal
71156
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Feature Engineering: iProfile
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• More	Timing	Features	(Tri-graph)
• X	&	Y	Precision	
• X	&	Y	Coordinates	
• Device	Signature
• Sensors

.tie5Ronal
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Machine Learning
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Image:	https://www.google.ca/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwjip4DkrYbTAhUQ6GMKHf8_CF0QjRwIBw&url=http%3A%2F%2Fwww.goodgearguide.com.au%2Farticle%2F355922%2Fcapacitive_vs_resistive_touchscreens%2F&psig=AFQjCNF2e5HvVS1n9Pcep2LBoKkCD3FghQ&ust=1491242603430154

.tie5Ronal
Use	Machine	
learning	
classifiers	to	
identify	the	
user	based	
on	their	
typing	
patterns.	
(Test	set)

Machine	
Learning	

Create	a	
training	
dataset	that	
represents	
the	typing	
behavior	of	
smartphone	
users.	
(Training	set)

Feature	
Engineering

Collect	
timestamps,	
pressure	
values,	area,	
X,Y	
coordinates	
and	
precision,	
and	sensor	
data	at	Touch	
events.	

Raw	Data
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Machine Learning – Supervised Learning
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Data	
Collection Training	set Predictive	

Model Test	set Identification
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Image:	https://www.google.ca/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwjip4DkrYbTAhUQ6GMKHf8_CF0QjRwIBw&url=http%3A%2F%2Fwww.goodgearguide.com.au%2Farticle%2F355922%2Fcapacitive_vs_resistive_touchscreens%2F&psig=AFQjCNF2e5HvVS1n9Pcep2LBoKkCD3FghQ&ust=1491242603430154
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Performance Evaluation

• Cross Validation
• Correctly Classified Instances
• False Acceptance Ratio
• False Rejection Ratio
• Equal Error Rate
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iProfile	Project:
http://www.iprofileapp.com/
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Demo

• iProfile App
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