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Video
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“The dream”
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Information Technologies

Sean	Feil
Identity,	Messaging,	and	Middleware
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• Why is usability so important for security? 

• Does Single Sign-on help with usability? 
security? 

• What challenges are there with building a truly 
Single Sign-on environment?
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Nielsen	Norman	Group

Usability
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Nielsen	Norman	Group

Learnability
Efficiency

Memorability
Errors

Satisfaction
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softsmith
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AccessibilityUsability
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Security
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Security at the expense of usability 
comes at the expense of security.
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AviD's Rule of Usability:

https://security.stackexchange.com/a/6116
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https://xkcd.com/936/
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Image	from	https://www.vendasta.com/
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Slack
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Apple
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…making	something	as	important	as	security	so	effortless,	so	
simple.	We	believe	that	technology	is	at	its	very	best,	at	its	
most	empowering,	when	it	simply	disappears.	

-	Jonathan	Ive,	2013
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Sophos
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Macworld
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Problem?
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Passwords	stored	in		
internal	databases	somewhere??
(I	really	hope	not	but	probably)
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Who does this well?
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Apple
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Single Sign-on Rules

• Sign in once 
• Sign out once 
• Prompt the user only for new information
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Video review
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“The dream”
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PeopleSoft Portal CAS
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PeopleSoft Finance PeopleSoft SSO
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Password Management CAS
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Desire2Learn CAS
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Service Now Shibboleth



Conference 2017 Keeping	the	“single”	in	single	sign-on
46

PeopleSoft Student 
Admin Azure AD (MFA)
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PeopleSoft Student 
Admin Azure AD (MFA)
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PeopleSoft Student 
Admin Azure AD (MFA)
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Office 365 Azure AD
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Exchange Online Azure AD
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HathiTrust Shibboleth (via eduGAIN)
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HathiTrust Shibboleth (via eduGAIN)
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HathiTrust Shibboleth (via eduGAIN)
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Single Logout
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Authn

Sync
Push

Federate

Bind Attributes Attributes

Password	Login
Provide	TokenAttribute	

Consent

Federate
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Password	Login

Provide	Token

Attribute	
Consent
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SAML1	
SAML2	
eduGAIN

SAML2	
OpenID	
WSFed	
Azure	App	Store	
Multi-Factor	Auth

CAS	1.0	
CAS	2.0	
Legacy	apps
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Complexity

Users

Service	Providers

Information	Technologies
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Your	turn
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➡What	are	your	big	challenges	on	sign	on?	

➡How	important	is	single	sign	on	in	your	organization?	

➡Do	you	apply	usability	to	any	of	your	practices?	

➡Do	you	analyze	your	user	behaviour?	

➡What	security	improvements	could	you	make	by														
applying	usability?


